UL Cybersecurity Assurance
Program (CAP)

Copyright© 2018 UL LLC. All rights reserved. No portion of this material may be reprinted
in any form without the express written permission of UL LLC. or as otherwise provided in writing.



UL Cybersecurity Assurance Program (CAP)

e Standards-based program

« Evaluate cybersecurity posture of software in network-
connectable products

* Provide a reasonable level of confidence in the absence of
vulnerabilities and software weaknesses and the presence
of appropriate risk controls
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The Solution

 Foundation in industry best practices

 Focus on common themes applicable across multiple
Industries

 Risk-based / Not prescriptive
 Industry achievable

e Cross-industry applicability



Products & Systems Have 2 Bill of Materials
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UL CAP Product Assessment Criteria
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Understanding Security Risks Using Risk Management

« Train a structured approach that enables you to identify, quantify, and
address the security risks associated with an device, product or system.
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Key Takeaways
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Q&A

Jeff Barksdale
Jeff.Barksdale@UL.com
UL.com/cybersecurity
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